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Upgrade History

Date Version Comment
2009-01-31 V10 Release
2009-03-16 V11 -Gateway mode 8080 port access added

-Client mode WAN setting added
-Serial Packing Condition added

-Serial Command added

2009-05-18 V1.2 -Client mode IP setting amended

-Power Consumption fact amended

-IGMP function added

-Server connection trying interval function added
on the serial client mode.

-Data Packet ConditionTime(Second->Millisecond)

2009-06-18 V1.3 -Serial Command Added
2009-07-14 V14 -Serial Command Amended
2009-08-11 V1.5 -Serial Command Added

Serial Server:Client Connection status checking

-Reference Schematic Amended(Pin No. 6, 7)

2009-10-30 V1.6 -Pin description (table 9) Amended.
GPIO7 -> nRS232_LED

-Reference Schematic Amended (Pin No. 5)

-Wizard Program Introduction Added
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1. Introduction

WIZ610wi is the gate way module which provides a bridge for RS-232 or Ethernet to
IEEE802.11 b/g wireless communications. Devices with the interface of RS-232 serial or
Ethernet can established a wireless network which can enable remote monitoring,

management and controlling.

Main Features

B Embedded 802.11b/g Wireless Networking

B Access Point, Client, Gateway, Serial to WLAN mode Supported
B Ethernet to Wireless Bridging

B Security with 64/128 bit WEP, WPA, WPA2(AES)

®  MII, UART, U.FL(WLAN) Interface

B Ready to use serial to wireless application

B Max 25Mbps Data Streaming

B Compact Size : 39mm X 32mm X 4.7mm

B RoHS Compliant

WIZ610WI A2 A} Of2 (WIZnet, Inc.) 1
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Products Contents (WIZ610wi-EVB)

SN

o

WIZ610WI Module

WIZ610wi Evaluation Board

Serial Cable

2 (Connect Serial Device to Test Board)

Network Cable

(Crossover Cable)

Power

(DC 5V 2A Adaptor)
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Antenna

(2dBi PCB type + Coaxial Cable)

CD
(Manual, H/W & SW related Materials)

Table 1. Products Contents.

1.1 Product Specification

1.1.1 WIZ610wi Module

Wireless
Wireless Standard IEEE802.11b/g
Frequency Range 2412~2.485GHz
Output Power 802.11b: 16dBm@11Mbps
(Tolerance(+/-1dBm) 802.11g: 14dBm@6~54Mbps

802.11b: -65dBm@11Mbps

Receive Sensitivity 802.11g: -76dBM@54Mbps

Data Rates 54Mbps-1Mbps

11g: OFDM(64QAM, 16QAM, QPSK, BPSK)
11b: DSS(CCK, DQPSK, DBPSK)

Table 2. Products Specification - Wireless

Modulation Type

Hardware

MII, UART, Power, 1.27mm Pitch Header Pin

Interface

U.FL(wireless)
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Operation: -5°C~55°C
Temperature
Storage: -20°C~70°C
o Operation: 10% to 90%, Non-Condensing
Humidity )
Storage: 5% to 90%, Non-Condensing
Baud Rate : 230,400bps
Stop bits: 1
Serial Parity: None, Odd, Even
Flow Control: XON/XOFF(software), CTS/RTS(hardware),
none
Power 3.3V
Power Consumption Under 470mA(3.3V)
) ) 39mm X 32mm X 4.7mm
Dimension
@ 3mm hole X 1
Weight 8.0g
Table 3. Products Specification - Hardware
Software
ITEM Description
Operation Mode Access Point, Client, Gateway, Serial to Wireless LAN
ARP, UDP, TCP, Telnet, ICMP, IGMP, DHCP, PPPoE, BOOTP,
Protocol
HTTP, TFTP
WEP 64/128big
Security WPA/WPA2 PSK/AES/TKIP
802.1x(Radius)
Management HTTP, Telnet, Serial, UDP
Notification Event Logging

Table 4. Products Specification - Software
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1.1.2 WIZ610wi Test Board

Wireless LAN Resat
Link/act Switch

= RJ45 Connector

WIZe10wi —*

Antenna Connector g .B liede

I

Hardware
Trigger

Power Power
Adapter Switch

Power
LED

Figure 1. WIZ610wi Test Board
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2. Getting Started

This manual describes all configurations in detail. For the quick and easy installation, please
refer to "WIZ610wi Quick Installation Guide”

2.1. Hardware Installation
For the testing, module and test board should be prepared.

m  STEPI: Insert WIZ610wi module in the socket of test board.
m  STEP2: Connect the test board to the HUB or PC by using a network cable.

STEP3: Connect the test board to the serial device by using the RS-232 serial

cable.

STEP4: Insert the power supply connector to the test board by using the 5V

(200mA) DC power adaptor.



WIZnet

2.2. Configuration

2.2.1 Wizard Program
Wizard Program< 2 8 3§ T},

Wizard, exe

IP Inko’ | WLAN Info | Serial Comm |

Mac Addr
[Enable DHCP E -

Sel

Local System
P Addr 192,168,191 @P Addr

Mask | 2552552550 Mask
Mac Adde | OR13TIO0BIES  Mac Addr

o 0 d—— (T
DOS [ PG | Temer | Wet |

Figure 2. WIZ610wi Wizard Program

H@h |
)
Ext

@: © Search HEZ ZEI5IH 5 subnet 49| I = WIZ610wiE HA|SHL|LCt.

HAIESL2 IP address, Subnet Mask, Gateway, DHCP, MAC Address, Standard
Type(802.11b or g), SSID I L|C}.
®IP Info: @0 BEA|=l WIZ610wiES MEHSIH ST HEQ| IP HEE F2 gL
@IP address, Subnet Mask, Gateway MEE =QISt7L} 0| & =& 4= J&L|CL
@©MAC Addr: WIZ610wi2| MAC Address& HEA|gFL|CL.
(®Enable DHCP: DHCP Server 7|=2| Enable/Disableg MEHTF 4= Q& L|C}.

@®2| 2780| ELt1 'Set’ Button S I 2F0| HFELIL,.

= —
@Local System: Wizard ProgramO| AX|=l PCO| IP HE, MAC M EE HA|EL|CT
®Refresh: Otk PCO| IP F=AE BHASIYUE 42 Refresh ButtonsS ZSE|SH HAME HET}

YL
®DOS: Command Prompt &2 HL|CH
®Ping: @0 SE= WIZ610wi & X| M8t H|ZOZ Ping HHS HHL|CH

®Telnet: Telnet Button2 Z2I6tH o212 20| siE HZE0| Telnete 2 Mgt 4= Q)

rr

g0l

&L} Login: admin, Password: admin @ L|C}.
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I 192.168.1.253

Figure 3. WIZ610wi Telnet Window

M

DWEB: WEB S 25101 WIZ610wig B2 HE 4 s 4¥Ro| SUct
= 2

22 S ®ASFA7| H

o
C

=
-

Aushenticafion |
Encrypt Myde |

Keay L!nglh?
Kay Fompnat |

Diate Fate |
Ta Poeer [

Wark Myda |
Charnel |

DOS | Ping | Telnet | Web | Ext

Figure 4. WIZ610wi Wizard Program

@: =0 WIZ610wi Z|AE = ILIE2 MENSIT ‘Get' CHEZ Z2stH oF 4% 0|
WIZ610wio| Z Mzl MHH™L 0| EA|ELICL HEA|EZE SSID, Authentication, Encryption
Mode, Key Length, Key Format, Key Value, Data Rate, Tx Power, Work Mode, Channel

SQlLich MEo| ML & 4 gisLt



WIZnet

] [ | Mask | G/W D Mae | Type S50 | IP Info | WLAN Info_ Sedial Cimm | [SEarEn |

F}untol uoP x| an[m_@ Part Open | | |

Inpist Daata | @ [[Send |
Status Clear | Add[luda =
DOS | Ping | TeWat | Web | Exit

Figure 5. WIZ610wi Wizard Program

®Serial Comm: Serial to Wireless LANS HAEEZE & 4= Q= HIQ

PC2 WIZ610wiE Serial 2 HZSt & Serial Terminal Program2 A& gtL|Ct.

@Serial DataE UDPZ HM&£Tr ZHQIX|, TCPE2 M&TH Z{QIX| MEHSHL|CE Port BT

QlastL|Ct UDPE M&s AR ‘Port Open’ EtZ=J} Enable E|{ TCPE Had &

‘Connect'Et2=7} MEHEIL|LC}.

OHOHE 21 &= WE0| AIELCL
0]

f
o
EFM4Y HOEHE YHstD ‘Send'th=ZE Z2I6IH Serial Terminal Program0j| 7H&3t

=

=
HIOlE{ 7t 2| =X| 2eletl

C}.
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2.2.2 Connecting the Web page of WIZ610wi

1) Open a web browser on your PC and input “192.168.1.254", the default IP address of
WIZ610wi.

<} about:blank - Microsoft Internet Explorer

P WERy mEE 2N EARIW D TsEH

Q52 Q ¥R &G Pau Jr=amn ¢
- F4(0)|  192.188,1.254

Figure 6. Connecting to the Web page of WIZ610wi

Notice : Configure the network parameters of WIZ610wi and your PC.

» The default IP address of WIZ610wi is "192.168.1.254". Your PC's IP address should start
with these three sets of numbers “192.168.1.XXX".

» WIZ610wi and PC can be connected through wireless network. Connect to WIZ610wi from
PC by using default SSID "WIZ610wi"

2) A pop up will request you to input your User ID and Password.

Default User ID : admin Password : admin

192.168. 1. 2540 852

)

WIZE10wi (usernarme: adrmin}

MEROIEWUN: |g admin v‘

SHE(p): [ |
[v] 2= HEHR)

oy
k-

= |

Figure 7. Input ID & Password
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2.2.3 Checking Status

1) System Data

@Znet

www.wiznef.co.kr

+| Status

=| Network Setting
=| Wireless Setting
- | Serial Setting
=| Security

+| Others

P System Data

System

WLAN Gateway Module WIZ610wi....

Uptime:
Firmware Version:

Firmware Date:

LAN Configuration

21 min, 17 secs
WIZ610wi_v1.0.0

2009/03/13 13:35:28

MAC Address:

IP Address:

Network Mask:

Default Gateway:
DHCP Server:

DHCP Start IP Address:

DHCP Finish IP Addrass:

WLAN Configuration

00:08:DC:00:00:04

192.168.1.254

235.255.255.0

0.0.0.0

ON

i32.1688.1.2

192.168.1.100

MAC Address:
551ID:

Channel:

Serial Configuration

00:08:DC:00:00:05
SK_REP1

1

Status:

Protocol:

Mode:

Port:

Baudrate:

Databits:

Enable
uppP
Server
5000
38400 bps

8 bits

Figure 8. System Data

ITEM

Description

Firmware Version

The firmware version of WIZ610wi is displayed

Firmware Date

The last date and time of firmware upgrade

MAC Address(LAN)

the

Address  of

WIZ610wi  for

communication.

Ethernet

IP Address

the IP address of WIZ610wi.
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Network Mask

the Network Mask of WIZ610wi.

Default Gateway

the Gateway of WIZ610wi.

DHCP Server

shows the DHCP server function is activated or not.

DHCP Start IP Address

shows the first IP address to be assigned from DHCP

server.

DHCP Finished IP Address

shows the last IP address to be assigned from DHCP

server.

MAC Address(WLAN)

the MAC Address for wireless communication.

SSID

the SSID of WIZ610wi.

Channel

the wireless channel of WIZ610wi.

Table 5. System Data

Notice : WIZ610wi supports the MAC addresses for both Ethernet and Wireless interfaces.

2) Active Client

@z:m

www.wiznef.co.kr

—| Status

= System

-| Active Clients
=| Network Setting
Wireless Setting

=| Serial Setting
=| Security associated wireless
+| Others client.

WLAN Gateway Module WIZ610wi....

Active Wireless Client Table

MAC Address Chan | Tx Rate (Mbps) RS5S| Tx Packet Rx Packet
00:12:f0-1e1b:49 1 M 59 2 1328

Figure 9. Active Clients

In this page, the information of clients connecting to WIZ610wi is displayed. If you click

"Refresh” button, the client list and information are updated.

12
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2.2.4 Network Setting

You can configure network parameters of WIZ610wi.

@I Znet WLAN Gateway Module WIZ610wi....
www.wiznet.co.kr p

- sStatus LAN Interface Setup

= System

T IP Address: 192 168 1 254
- | wireless Setting
s Subnet Mask: 255 255 2550
erial Setting
= Security Default Gateway: 0.00.0
+
DHCP Client Range:  [192.168.1.2 | —|192.168.1.100 | [ Show Client |
ons Server: —
[ Apply Changes ] [ Reset ]

Figure 10. Network Setting

¢ IP Address: The default IP Address is set as “192.168.1.254".
e Subnet Mask: The default Subnet Mask is set as “255.255.255.0".
e Default Gateway: The default Gateway is set as “0.0.0.0".

e DHCP: If you want to activate the DHCP Server function, select the “Server”. If not,
select “Disable”.

Notice: When the WIZ610wi's IP address is managed by another DHCP server in the
upper layer, the DHCP function in your wireless module will be disabled. All your clients

connecting to your WIZ610wi can not recognize your module as a DHCP server.

e DHCP Client Range: When WIZ610wi operates as the DHCP Server, the IP address
range must be

assigned in order for the clients to connect. If the DHCP server function is disabled, this
DHCP Client

Range is not activated.

¢ Show Client : If you click the “Show Client” button, a window is popped up to show a
list of clients.
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<} Active DHCP Client Table - Microsoft Internet Explorer

Active DHCP Client Table

IP Address MAC Address Time Expired(s)
Mone = ===

[ Refresh ] [CIose]

|1
|

Figure 11. Active DHCP Client Table
¢ Apply Changes : By clicking this button, the modified values are applied. After changing,

the page is refreshed to re-connected to the new IP address.
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2.2.5. Wireless Setting
2.2.5.1. Mode Selection

You can select one of Access Point, Gateway and Client for the wireless connection mode.

@IZnet WLAN Gateway Module WIZ610wi....

www.wiznet.co.kr

= Status
=| Svstem
~| Active Clients This page is used to
setup different

Operation Mode

-| Network Setting . int: In this mode, all ethernet ports and wireless

= pogll Operation mode. Ol interface are bridged togegwer and MAT function is

e — disabled. All the WAN related function and firewall
T are not supported.The wireless mode is AP mode.

=| Security

+| Others

) Gateway: In this mode, the device is supposed to connect to
internet via ADSL/Cable Modem. The NAT is
enabled and PCs in LAN ports share the same IP
to ISP through YWAN port. The connection type
can be setup in WAN page by using PPPOE,
DHCP client, PPTP client or static IP.

(O Client Client-Infrastructure.

Figure 12. Operation Mode

Access Point is the default mode. If you select Gateway or Client and click the "Setup”
button, the progress bar will be shown.

Please wait a moment to let the new settings take effect...

Please wait...

Figure 13. Changing Operation Mode

1) Access Point Mode

In this mode, all Ethernet ports and wireless interface are bridged together and NAT
function is disabled. All the WAN related function and firewall are not supported.

2) Gateway Mode
In this mode, your device can connect to the internet via ADSL/Cable Modem. The NAT is
enabled and PCs in LAN ports share the same IP to ISP through WAN port. WAN

connection type can be setup in WAN page by using PPPOE, DHCP client, PPTP client or
static IP.

3) Client Mode

In this mode, your device act as a client. If you configure PC or application device as DHCP

client, Access Point will be the DCHP Server and WIZ610wi doesn’t act as DHCP Server.
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2.2.5.2. IP Configuration in Each Mode
1) Access Point Mode

*
L]
ADEL/Cable P |
Intemet Modem
Apcezs Point L e
-u-""j

Ll ’ DHCP Server-Client Line

Figure 14. Access Point Mode - 1

- The IP address assigned to WIZ610wi is for administration and web configuration.

- Even though the WIZ610wi is configured as DHCP Server, the PC will acquire IP address
from IP Sharing device or ADSL/Cable Modem.

| ADSL/Cable

kodem x

Figure 15. Access Point Mode -2

- If there is not IP Sharing Device or ADSL/Cable modem, WIZ610wi will assign the IP
addresses which is in DHCP IP range to PCs through wired or wireless network.
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2) Gateway Mode

ADSLACable
b o LLLL] ]

VA6 0
[

Gateway

Figure 16. Gateway Mode

WIZ610wi operates as DHCP Server for the wireless communication.

WIZ610wi operates as Static/DHCP/Client/PPPoE for the wired (Ethernet) communication.

3) Client Mode

‘ 1 Application
o L P WIZE1OWi|[@==nssassnnsssnnnannnns »  Board

DHCP Server DHCF Clientx, s, o0, 21000
{20, Client range oo s o, 21000 & Act as DHCP server for Application Board
{eg, Client range xxx,x00,xxx, 102~200)

DHCF Client{xse, oo oo, 102-200)

Figure 17. Client Mode

WIZ610wi can be set IP as Static or DHCP client at ‘Client Setup>WAN Port Setup’. And also
WIZ610wi can be act DHCP Server simultaneously by assigning adding 100 of first DHCP
server. For example, if DHCP server’s client range is XXX.XXX.XXX.2~100, then WIZ610wi's
assigning DHCP Client IP address to application board is XXX.XXX.XXX.102~200.
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2.2.5.3. Access Point Setup

After selecting the AP mode and please click “Setup” button, the page below is shown.

@IZnet WLAN Gateway Module WIZ610wi....
www.wiznet.co.kr

- Status AP Mode Settings
= Svystem . .
-| Active Clients ???;s p;g; is utsed to
_ ] . setup differen; : . "
Ne_tnrork Set'tll'lg_ R — Alias Name: |W|re|ess_AF‘ |
=| Wireless Setting
- . Band: 802.11 (B+G) +
=| Serial Setting
-| Security SSID: | WIZ610wi |
+| Others Channel Number:
Security:
Advanced Settings:
Access Control:
WDS Setting:
[ Apply Changes ] [ Reset ]

Figure 18. AP Mode Settings

e Alias Name : Input the name for WIZ610wi.

e Band : Select communication protocol of WIZ610wi.
802.11g protocol is compatible with 802.11b.
e SSID: Input SSID for wireless communication.

All devices on the same wireless network should have same SSID. The SSID can have max

32bytes characters composed of alphabets and numbers.

Notice: this field is case-sensitive

Channel Number: : Select the channel frequency which you will use for wireless
communication.

Auto: If you select Auto, the connection is automatically processed to the channel assigned

by AP. When AP is booted, it investigates wireless channel environment and selects the
lowest using channel.

Manually Select a Channel : You can select a channel in the range of 1~13..
e Mode :

AP : IF AP is selected, WIZ610wi operates as Access Point.
WDS Repeater : WDS(Wireless Distribution System) that can be used for the
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communication between WIZ610wi and WIZ610wi. When this mode is selected, AP function

operates at the same time.

e Security : Configure the security options for WIZ610wi. When you click “Setup” button,
below page appears.

3 Wireless Security Setup - Microsoft Internet Explorer

Wireless Security Setup

Authentication: | Open system or Shared Key

Encryption: None v

Apply Changes ] [ Reset ]

Figure 19. Wireless Security Setup

Authentication : You can select an authentication method for the clients to connect to AP.

Field Description
Open System or | No authentication is imposed to the WIZ610wi.
Shared Key When enabling WEP, the configuration is activated.
Open  System | The client authentication is performed by RADIUS server.
with 802.1x Configure the port number, IP address and Password of RADIS
server.
Shared Key WEB function is activated. Input the Key value.

WPA RADIUS WPA: Wi-Fi Protected Access

WPA is based on TKIP(Temporal Key Integrity Protocol) IEEE802.11i
standard which complements WEP(Wired Equivalent Privacy). WPA
is the upgraded authentication methods by applying 802.1x and
EAP (Extensible Authentication Protocol).

WPA PSK WPA Pre-Shared-Key is the authentication method using Pre-
Shared Key. Configure PSK format and input value for PSK.

WPA2 RADIUS WPAZ2 is using AES(Advanced Encryption Shared) algorithm. AES is
more strengthened encryption method rather than RC4 which is
used for WEP or WPA. WPA2 RADIUS performs AES encryption
and RADIUS server authentication. If WIZ610wi uses WPA2, it can

be compatible with devices using WPAL.
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WPA2 PSK WPA2-PSK uses Advanced Encryption Standard(AES) for encryption
Keys together with WPA PSK method.
Table 6. Authentication Method

Encryption : It configures authentication mode for security of wireless network. There are
options of WEP and None. If WEP is selected, the below items are activated for

configuration.

ITEM Description

Configure the length of WEP Key.
key Length ] )

Option : 64 or 128bit

Configure the format of WEP Key.
Key Format

Option : ASCII(5 Characters) or Hex(10 Character)

Default Tx Key | Max 4 Tx Key values can be configured. Select one of them.

Encryption Key | Input the key value.
1~4

Table 7. WEP Configuration
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e Advanced Settings : If you click the "Setup” button, below page is appeared.

3 Wireless Advanced Setting — Microsoft Internet Explorer

Wireless Advanced Settings

Fragment Threshold: 2346 (256-2346)
RTS Threshold: 2346 (0-2346)
Preamble Type: () Lang Preamble ) Short Preamble
Beacon Interval: 100 (20-1024 ms)
Inactivity Time: 30000 (100-60430000 ms)
Broadcast SSID: (® Enabled O Disabled
VWMM: (¥) Enabled ) Disabled
Apply Changes ] [ Reset ]

Figure 20. Wireless Advanced Settings

Field Description

Fragment Threshold This value specifies the maximum size for a packet before data is
fragmented into multiple packets. If you experience a high packet
error rate, you may slightly increase the Fragmentation Threshold.
Setting the Fragmentation Threshold too low may result in poor
network performance. Only minor reduction of the default value is
recommended. In most cases, it should remain as its default value
of 2346.

RTS Threshold When you encounter inconsistent data flow, only minor reduction
of the default value, 2347, is recommended. If a network packet is
smaller than the preset RTS threshold size, the RTS/CTS mechanism
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will not be enabled. The Router sends Request to Send (RTS)
frames to a particular receiving station and negotiates the sending
of a data frame. After receiving an RTS, the wireless station
responds with a Clear to Send (CTS) frame to acknowledge the
right to begin transmission. The RTS Threshold value should remain
as its default value of 2347.

Preamble Type

Beacon Interval The default value is 100. Enter a value between 1 and 65,535
milliseconds. The Beacon Interval value indicates the frequency
interval of the beacon. A beacon is a packet broadcast by the

Router to synchronize the wireless network.

Table 8. Wireless Advanced Settings

e Access Control : By registering the MAC address of a client, WIZ610wi blocks or allows

the client to access. If you click the “Setup” button, page below appears.

<} Wireless Access Control - Microsoft Internet Explorer

Wireless Access Control

Wireless Access Control Mode: Disable e
MAC Address: Comment:
Apply Changes ] [ Reset l

Current Access Control List:

MAC Address Comment Select

Figure 21. Wireless Access Control
Wireless Access Control Mode : This option allows you to enable or disable the "Wireless
Access Control Mode”". (Options: Disable / Allow Listed / Deny Listed)
Disable: Not use “Wireless Access Control Mode".
Allow Listed: clients with their MAC registered in the Control List are permitted to access
WIZ610wi

Deny Listed: clients with their MAC registered in the Control List are denied to access
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WIZ610wi

e WDS Setting : If AP mode is set as WDS Repeater, WDS Setting button is activated. WDS
is Wireless Distribution System that is working as a wireless bridge between AP and AP. If

you click the “Setup” button, the page below appears.

3 Wireless Access Control - Microsoft Internet Explorer

Delete Selected Delete All

Figure 22. WDS Setting

Input wireless MAC address of the device to be connected.

Apply Changes : Add the MAC address into the WDS list

Reset : Discard all changes in all fields
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2.2.5.4. Gateway Setup

<Notice>

) Ex:
WIZE10Wi LAN IP address:192.168.1.254
WAN IP address:192.168.2.254

2050Port

Gateway maode

When changed to Gateway mode, wired network is disconnected, It because WIZ610wi's
wire port act as WAN Port. So to solve this problem..

1. Connect WIZ610wi through wireless

2. Check WAN IP of Gateway mode setup page

3. Connect 'http://WAN_IPaddress:8080 (8080 port)

First time it must be input ‘8080, but next time no need to add ‘8080’

Gateway mode can be used when you want to connect to the Internet through an
ADSL/Cable Modem, or IP Sharing Device. By clicking the “Setup” button, you can configure
your PPPoE, DHCP Client, PPTP or Static IP settings

= Status

~| Syst i . i
= AC:. Emcl_ " This page is used to Alias Name: |W”9|999_AP |
el 5c1u0 different Band: 24 GHz (B+6) v
=| Network Setting operation mode.
-| Serial Setting SSID: |WIZ610wi |
=| Wireless Setting Channel Number:
=| Security ’
-| Others Security: Setup
=/ Bassword Advanced Settings: Setup
= Log
= Uparade Access Control: Setup

=| Factory Default
—| Reboot

WAN Port: Setup
Virtual Server: Setup
DMZ: Setup
Remote Management: Setup
URL Filter: Setup
MAC Filter: Setup
IP Filter: Setup

DDNS: Setup

[ Apply Changes ] [Reset]

Figure 23. Gateway Setup

e Alias Name: Refer to “2.2.4.3 Access Point Setup”.
e Band: Refer to “2.2.4.3 Access Point Setup”.
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e  SSID: Refer to “2.2.4.3 Access Point Setup”.
e Channel Number: Refer to "2.2.4.3 Access Point Setup”.

e Security: Refer to "2.2.4.3 Access Point Setup”.

e  Advanced Settings: Refer to “2.2.4.3 Access Point Setup”.

e Access Control: Refer to “2.2.4.3 Access Point Setup”.

e  WAN Port : If configures WAN port. It configures the network environment for the

connection to WIZ610wi.

WAN Port Configuration

VAN Access Type: DHCP Client
(%) Attain DNS Automatically
) Set DNS Manually

DNS 1:

DNS 2:

DNS 3:

Clone MAC Address: | 000000000000

Respond to WAN Ping

Enable UPnP

Enable IPsec pass through on VPN connection
Enable PPTP pass through on VPN connection
Enable L2TP pass through on VPN connection

&l & EE O

[Save] [ Reset ] ’ Close ]

Figure 24. WAN Port Configuration

v WAN Access Type
»  Static IP : Manually input your IP address, Subnet Mask, Default Gateway

and DNS.
WAN Access Type: Static IP b
IP Address: 172,111
Subnet Mask: 255255 2550
Default Gateway: 172.1.1.254

Figure 25. WAN Access Type - Static IP

»DHCP Client : An IP address can be acquired from a DHCP server. The
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v PPTP

DNS information can be automatically acquired from a DHCP server or

set manually (Set DNS Manually).
VAN Access Type: DHCP Client |+

() Attain DNS Automatically
) Set DNS Manually

DNS 1:

DNS 2:

DNS 3:

Figure 26. WAN Access Type — DHCP Client

>Virtual Server: Virtual Server also known as Port Forwarding associates a

port number with a private IP address(internal network). This technique
allows clients from outside a network to access devices within the LAN

(internal network).

»DMZ: This feature allows one network user to be exposed to the Internet

for special-purposes such as Internet gaming or videoconferencing.
DMZ hosting forwards all the ports at the same time to one PC. The
Port Range Forward enhances the security of your device because only a
range of ports are opened for access. DHCP should be disabled in order
to avoid any changes in your IP address. Static IP address is

recommended when using the DMZ

»Remote Management : Configure the port number for the connection to

WIZ610wi from a remote site. Default Port Number is set as “8080".

»URL Filter: It enables to connect or disconnect to the specified URL

»MAC Filter: Prevent access from a device with a specific MAC address

> 1P Filter: Prevent acess from a device with a specific IP address
»DDNS(Dynamic DNS) : Once the DDNS server registers yours MAC address,

your device can connect to the internet regardless of your address.
DDNS service can be provided by www.no-ip.com. (You need to pay
some fee). After registering some information at www.no-ip.com, input
your E-mail address and password in the figure shown below. When you
click the "Update” button, the status will change from”Not Connected”

to "Connected”
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Enable DDMNS

Service Provider: WWW_NO-Ip.com
Email: abc@detg.com
Password: seee

Result: Mot Connected

| Update | [Fleset]

Figure 27. WAN Access Type - PPPoE

2.2.5.5. Client Setup

In client mode, WIZ610wi connects to an access point.

Client Mode Settings

Alias Name: Wireless_AP
Band: 80211 (B+G) v
SSID: WWIZE1 0w
Security: Setup

Advanced Settings: Setup
WAN Port: Setup

Site Survey: Setup

Apply Changes l [Reset l

Figure 28. Client Setup

e  Alias Name: Input the name for WIZ610wi.

e Band: Select a communication protocol for your module. It supports 802.11b, 802.11g
and 802.11b/g mode.

e SSID: Input the SSID of an access point. If you don't know your SSID, you can use the
“Site Survey” to search and connect to an AP.

e Security: Configure security settings (these should match your AP's settings)

e  Advanced Settings: Refer to “2.2.4.3 Access Point Setup”.

e Site Survey: If you click the “Site Survey’ button, all access points near your module

are listed as shown in the figure below. Please select one AP and click “Connect”
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button. If PC or application device is set as DHCP Client, the AP will operates as its
DHCP server and WIZ610wi doesn't act as DHCP Server. When you connect to an AP

with security enabled ,the “Wireless Security Setup Page” will appear automatically to

set-up your security settings. By using the “Site Survey”, Band, SSID and Security can be

configured all at the same time.

<} Wireless Site Survey — Microsoft Internet Explorer

Site Survey

SSID
WIZRND_AP
spinal23
WIZTEST
SUN_LAMN
CSRND_AP
iptime
linksys
linksys keti3

BSSID
00:0d:54:a0:b1:be
00:30:3f:52:2c:29
00:0d:54:a0:b1:de
00:0e:2e:e0:d9:fc
00:50:18:5b:23:56
00:08:9f:64:37-cd
00:0f:66:74:ce:3d
00:13:10:0d:7b:-91

[ Refresh H Connect

Channel

11
12

11
11

RS5I

11
15

Security

WEP

Select

Figure 29. Site Survey
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2.2.6. Serial Setting

For the ‘Serial to Wireless’ communication, you can configure serial parameters.

@IZHet WLAN Gateway Module WIZ610wii....

www.wiznetf.co.kr

+| Status
=| Network Setting
- | Wireless Setting

Serial-Wireless Configuration

- & oy Status: Enable
Configuration
=) Security Protocol: CuDP ®TCP
+| Others
Mode: @ Server O Client O Mixed
Server IP: | || | H |
Server Port:

Reconnect Interval:

L___|
Baudrate:
Databits:
Parity:
Stopbits:
FlowControl:

Data Packing Condition

Time: 0 |mili-second(0-65535)
Size: ICIBytes(U—ZSS)
Char: H exacode(00-f)

Figure 30. Serial to Ethernet Configuration

e  Status: Check this combo box to enable serial communication

¢ Mode: Select one mode among Server, Client and Mixed.

This mode is to select the communication method based on TCP. TCP is the protocol which
establishes the connection before data communication. In server mode, WIZ610wi waits for
the connection from a client. In client mode, WIZ610wi operates as client at the TCP Client
mode on the process of connection, and tries to connect to the server's IP and Port. Mixed

modes supports both of Server and Client at the same time.

Below describes in details regarding each mode
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v TCP server mode

In order to operate this mode, Local IP Subnet, Gateway Address and Local Port
Number should be configured. In monitoring applications, the server mode can be
useful since it can listen for any connection from clients, and establish a connection

for remote management.

1. A client connects to the WIZ610wi which is in TCP Server mode.
2. As the connection is established, data can be transmitted in both directions -
from the host to the WIZ610wi, and from the WIZ610wi to the host

v" TCP client mode
In TCP Client mode, your module will attempt to connect to a specified server.
In order to operate this mode, Local IP Subnet, Gateway Address, Server IP, and
Server port number should be set. If the server IP has a domain name, please use
the DNS function.
1. When power is supplied, WIZ610wi board operating as TCP client mode actively
establishes a connection to the server.
2. Once the connection is established, data can be transmitted in both directions —
from the host to the WIZ610wi and from WIZ610wi to the host

v" Mixed mode

In this mode, WIZ610wi normally operates as a TCP Server and waits for a
connection request from a client. However, if WIZ610wi receives data from the serial
device before connection is established, WIZ610wi changes to the client mode and
sends the data to the server. Therefore, in the mixed mode, the server mode has
higher priority than the client mode. Mixed mode takes advantages of both client
and server mode. The client mode may be used for sending out emergency reports

in an urgent situation while the server mode may be used for remote management.

e Server IP : Input server IP.
e Server Port : Input server port.
¢  -Reconnect Interval: Set the interval retrying connecting to server.

e  Baudrate: Configure serial communication speed.

30



WIZnet

e Databits: Configure databits.

e  Parity: Configure parity checking option. (option: None, Odd, Even)

e  Stopbits: Configure stop bit option.(Option: 1, 2)

¢  FlowControl: Configure flow control option. (option: none, Xon/Xoff, RTS/CTS)

e Data Packing Condition :
You can specify how the serial data can be packed to be sent to the Ethernet. There are
3 delimiters -
time, size and character. If all of them are set as ‘0’, whenever the serial data is arrived,

they are sent to the Ethernet immediately.

- Time: This field specifies the waiting time. When there is no more input from the serial
port, the module will wait for the specified time and then send out the serial data to
the network. For example, if 2000 ms is specified, the module will send out the
packet at 2000 ms after the last input from the serial port. If there is no data in the

serial buffer, the module will not send out any data packets.
(‘0" Function Disable)

- Size: This field specifies the size limit in the serial buffer. Once the serial buffer reaches this
limit, the data will be sent out to the Ethernet. If the serial buffer is greater than the
size limit, the module will create an Ethernet packet and store the extra data, and

send out to the Ethernet when the limit is reached again.
('0": Function Disable)

- Character: Register a character to trigger the conversion of serial data to network packets.
Whenever the registered character is inside the serial buffer, all the data before the
registered character is sent out to the network excluding the character itself. The

character must be in Hexadecimal.

('0" : Function Disable)

If any one of these conditions is met, the data will be sent to Ethernet.
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Ex) Delimiter: Size=10, Char=0x0D
Serial data : 0123456789abc

Ethernet data : 0123456789

= "abc” remains in the serial buffer of the module and will not be sent until the

specified size or character has been fulfilled.

e  Save : Save the configuration values.

e Reset : Discard all changes in all fields

2.2.7. Security Setup
Refer to "2.2.4.3. Access Point Setup'.

2.2.8. Others
2.2.8.1. Password
You can change the password of WIZ610wi

@Znet WLAN Gateway Module WIZ610wi....

www.wiznet.co.kr

=| Status

=| System
=| Active Clients

Password Setup

=| Network Setting

Confirmed Password: l:l

Apply Change ][ Reset ]

=| Wireless Setting
—| Serial Setting

~| Security secunty issue.
=| Others

=| Reqion Settings

Uparade
Factory Default
Reboot

Figure 31. Password Setup
2.2.8.2. Log

The log information can be saved. In order to use this function, check the combo box

"Enable Log". The log will include information such as wireless, DDNS, WAN and DHCP.
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m Znet WLAN Gateway Module WIZ610wi....

www.wiznet.co.kr

=/ Satus System Log
—| System =
=] Actue Elisnta For the administrators Enable Log
to check system log
fite.

=| Network Setting
=| Wireless Setting
=| Serial Setting

System all

Wireless only DDNS only VAN anby DHCP Server anly
=| Security
=| Region Settings
B e Oday 00:00:05 WIZ610wi syslog.info syslogd started: BusyBox v1.00-prel0 (2009.02.11- -
= i 07:08+0000) =
Oday 00:00:05 WIZB10wi syslog.notice klogd: klogd started: BusyBox wi1.00-preld B
=/ Uparade (2009, 02, 11-07-08+0000)
-| Factory Default Oday 00:00:05 WIZ610wi svslog.warn kload: CPU revision is: 00019064
=| Reboot Oday 00:00:05 WIZE10wi syslog.warn klosd: Primary instruction cache 16kB. physically

tagged, d-way, linesize 16 bytes.

Oday 00:00:05 WIZ610wi svslog.warn kload: Prinary data cache 16kB 4-way, linesize 16

bytes.

Oday 00:00:05 WIZE10wi syslog.warn klogd: Linux version 2.4,25-L5DK-5.0.2.46

(wun051 2@anai | .con) (gcc version 3.3.3) #20 Tue Mar 3 17:16:33 KST 2003

Oday 00:00:05 WIZ610wi svslog.warn klogd: Determined physical RAM map:

Oday 00:00:05 WIZ610wi svslog.warn klogd: memory: 01000000 @ 00000000 (usable)

Oday 00:00:05 WIZE10wi svslog.warn kload: On node O totalpages: 4095

Oday 00:00:05 WIZ6100i svslog.warn kload: zone(O}: 4096 pages. v

Figure 32. System Log
2.2.8.3. Upgrade
In this page, you can upgrade the firmware of your WIZ610wi.
Browse the firmware file by clicking the “Find” button. If you click “Upload” button after
selecting firmware file, the firmware starts uploading. This process will take about 60

seconds.

@IZHet WLAN Gateway Module WIZ610wi....

www.wiznetf.co.kr

- status Upgrade Firmware

=| System
~| Active Clients F?Jease h?ve the new
-| Network Setting firmware image
=/ Wireless Setting pr:ﬁ:ﬁ?trirf:f;;
S =era =t g;wi;]'ege-. ;nd-rebzmt
= Security automatically.
= Others

Select File: [ |CFor=Eon. )

—| Reqion Settings
—| Password

—| Factory Default
=/ Reboot

Figure 33. Upgrade Firmware
2.2.8.4 Factory Default

If you click the “Factory Default” button, all settings value are restored to the factory default
setting.
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The factory default values are shown below:

Field Default Value
IP Address 192.168.1.254
Subnet Mask 255.255.255.0
Default Gateway 0.0.0.0
DHCP Server

DHCP Client Range

192.168.1.2~192.168.1.100

DNS Server 0.0.0.0

Serial Status Disable

Serial Mode Server

Server IP 0.0.0.0

Server Port 5000
Baudrate 38400
Databits 8

Parity None

Flow Control None
Wireless Mode AP

Alias Name Wireless_AP
Band 24GHz (B +G)
SSID WIZ610wi
Channel 1

AP Mode AP
Authentication Open system or Shared Key
Encryption None
Fragment Threshold 2346

RTS Threshold 2346

Preamble Type

Long Preamble

Beacon Interval 100ms
Inactivity Time 30000ms
Broadcast SSID Enable
WMM Enable
Password Admin
Log Disable

Table 9. Factory Default Value
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2.2.8.5. Reboot

In this page, you can reboot your module.

@IZnet WLAN Gateway Module WIZ610wi....

www.wiznet.co.kr

-| Status Reboot System
—| System
= Active Clients Anﬁfn;e y;-’;‘;}‘_'vant t?
= ] ; warm boot this
Network Setting for any purposes. Reboot Syst Reboot

=| Wireless Setting
=| Serial Setting
=| Security
=| Others
—| Region Settings
=| Password

B

—| Upgrade
=| Factory Default

Figure 34. Reboot System
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3. Pin Assignment and Module Size

fodl)s
4o ols
Blo ofs
slo o7
1010 0|8
1210 O O
1410 013
16j0 0|15
18lo 017
wfo ol19 00
2210 0121 88
1o 023 00
slo 0|25 88
280 0|27 [o] o]
s0fo ol2s o2
320 O34 00
340 0|33
35[0 0|35 @
Figure 35. WIZ610WI PIN Map
No Name In/Out Description
1 CTS I UART : CTS
2 RTS o] UART : RTS
3 - - -
4 HW_Trigger I Low : Entering serial command mode
High : Exit serial command mode
5 nRS232_LED O Serial RX/TX LED (Active Low)
6 Reserved
7 SOUT 0 UART : TXD
8 SIN I UART : RXD
9 DC_IN 3.3V Power
10 DC_N 3.3V Power
11 GND GND
12 GND GND
13 RXERR I MII Receive Data Error
14 CcoL I MII collision
15 W_LED (0] Wireless LED (Active Low)
16 MDC I SMI Clock
17 RESET I Active High
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If this signal asserted more than 3 sec,
factory reset performed.

18 MDIO I/O SMI In/Out Data
19 GND GND
20 GND GND
21 RXC I MII receive clock
22 RXDV I MII receive data valid
23 RXD2 I MII receive data
24 RXDO I MII receive data
25 RXD1 I MII receive data
26 RXD3 I MII receive data
27 GND GND
28 GND GND
29 TXC I MII transmit clock
30 TXEN O MII transmit enable
31 TXD3 @) MII transmit data
32 TXD2 @) MII transmit data
33 TXDO O MII transmit data
34 TXD1 O MII transmit data
35 GND GND
36 CRS I Carrier sense

Table 10. WIZ610wi Pin Function
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Figure 36. WIZ610WI Board Dimensions (unit : mm)
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4. Demonstration and Test

In this chapter, an example is provided for you to test the functionality of WIZ610wi. The
testing environments are the followings:

<Hardware>

B A PC equipped with a RS-232 serial port
B WIZ610WI module and WIZ610WI base board

B Connect PC and module's Ethernet port by using an Ethernet Cable(Direct or

Crossover)

B Connect PC and module’s serial port by using a serial cable

<Software>

B Hyper Terminal (or any other terminal program)

STEP1.

@ Connect the PC and WIZ610wi base board by using a serial cable.
@ Connect the PC and WIZ610wi base board by using an Ethernet cable.
® Turn on the power switch of WIZ610WI base board.

STEP2. (wiz610wi Environment Setup)

@ On your PC, go to the “Network Setting” and connect to your WIZ610wi in the

“Wireless Network Connection”.
@ In your web browser, input IP address of WIZ610wi (Default : 192.168.1.254). If

configuration page appears, click “Serial setup” menu and set the serial parameters.
STEP3. (Data Transmission)

@ Execute terminal program at the PC. (Ex: Hyper Terminal)

@ Set the baud rate as the same value of WIZ610wi.

39



WIZnet

COM1 Properties

Port Settings

Connect To

Data bits: | 8
Serial

Enter details for the phone number that you want to dial:

Unit 0 Stop bits: |1

Country./region:

preocode Bowcoril [fore ]

Phone number: ‘ |

Connect using:

Cox ) (el J [0 ]

Figure 37. Serial Terminal Program configuration

® Connect to "WIZ610wi" in the Wireless Network Setting of your PC

S HWEHIM Ha 2ok

Al =i =Sk o ]

= €88
A
*=5

- wnlll

WindowsH M "WIZEBI0wi® LIER 3H B33H= S2F A JICH FHAZ, =5

HEHITt ZHIZIZIE JICE= &, nl[l[ln
[

A s OB

= E 27/(D)

@ Execute one more terminal program, and set IP address and Port number.
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Connect To

Enter details for the host that pou want to call

Host addess:  [192.168.11.2

Port number; |5EIEIEI

Connect using: | GIM N

Ok, | Canicel

Figure 38. Network Terminal Program configuration

® Input any characters in the Hyper Terminal for Serial. (In the example below,

"01234567890" is input). The same characters are outputted in the Hyper Terminal
for Network. A Serial to Wireless LAN test was performed.

=2 & =B &

1234567890

Connected 0:00:30 Auto detect | TCP/IP NUM

Figure 39. Received Data by Network Terminal Program
® In the same way, input any character at the screen of terminal program for network,

and check if same character is displayed at the screen for serial. (Ethernet to Serial)

X The above test can also be performed in a program called, "Device Terminal program”,
which is easy and simple to use.
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* Deyvice Terminal ¥er. 1.0

Serial Communication

Serlal Configuration
Serial Port |(EEENNE ~ Baud Rate |57600 - Data Bit G bit A
Stop Bit 1 - Parity Mone - Flaw Contral  |Mone hd

[~ Hex Wiew | Clear | Open ‘

\ Zend

MNetwork Communication

MNetwark Configuration
[~ Server Mode IP Address | 192 . TEE 11 2 Fort 5000

[~ Hewx Wiew Clear | Connect ‘

Send
Exit

Figure 40. Device Terminal Program
Device Terminal is a program which integrates both serial and network communications into
one user interface so that you can test your WIZnet gateway module easily.
As shown in above Figure, the upper part of the program allows you to configure your serial
setting of WIZ610wi. By clicking the “Open” button, serial communication is enabled.
The lower part of the program allows you to configure the network settings. You can test
both TCP Client and TCP Server modes at the same time. If the Server Mode is enabled,
Device Terminal will operate as server mode, and the WIZ610wi module will work as client
mode. The PC where the Device Terminal is operating will work as a server, the IP address of
the PC should be set as Server IP of the module. If Server mode is not checked, Device
Terminal will operate as client mode, and the module as server. For the IP address and port,
please input your IP address and port number of WIZ610wi and click the “Connect” button
to start a network communication.
When serial and network terminals are connected, input any character in the Data Input
window and click “Send” button. You can check the data is transferred into the another

window.
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5. Serial Configuration

Serial Command Format

It is possible to configure WIZ610wi by using serial command.

By inputting specified 3 characters you can enter into the configuration mode. The
characters can be set via Web browser.

< Frame Format >

Command Frame format

Descriptor STX Command code Parameter ETX
Length(bytes) 1 2 Variable 1
Table 11. Serial Configuration Frame format
Reply Frame format
Descriptor STX Reply code Parameter ETX
Length(bytes) 1 1 Variable 1
Table 12. Serial Configuration Reply Frame format
STX & ETX
Setting Comments
STX ‘<" Hex = 3Ch
ETX '>": Hex = 3Eh
Table 13. Serial Configuration STX & ETX
Reply Code
Reply Comments
S Command was successful
F Command failed
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Command Code

Invalid STX

Invalid command

Invalid parameter

Invalid ETX

Enter Serial Command Mode

Table 14. Serial Configuration Reply Code

Com | Get/ i
Comments Parameter Time
mand | Set
Network
Firmware
RF Get ) VXXX 1
Version
0:Ethernet MAC address, 1:Wireless MAC address,
RA Get | MAC Address 1
< OXXXX XX XX XK XX LXK XK XK XK XK XX >
RI Get | IP Address < SXXX XXX XXX XXX > 1
WI Set IP Address XXX XXX XXX XXX > 2
RS Get Subnet Mask | <SXXX.XXX.XXX.XXX> 1
WS Set Subnet Mask | <XXX.XXXXXX.XXX> 2
RG Get | Gateway < SXXX XXX XXX XXX > 1
WG Set | Gateway <XXHKXXK XXX XXX > 2
1:Enable, 0:Disable
RD Get DHCP Server 1
<Sx>
1:Enable, 0:Disable
WD Set DHCP Server 2
<X>
DHCP Start address_End address
RH Get 1
Start/End IP < SXXX XXX XXX XHK XXX XXX XXX XXX >
DHCP Start address_End address
WH Set 3
Start/End IP XXX XXX XXX XXX XXX XXX XXX XXX >
Wireless
) ) MAC address_Channel_TxRate_RSSI
DL Get | Active Client 1
! < SXXXXXXXXXXXX_XK_XX_ XX [EXXXXXXXXXXXK XX XX_XX...]>
ist
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RL

Get

DHCP Client
List

<IP address_MAC address>
< SXXX XK XXX XXX XXXKXXXXXXXK [ XHK XXX XXX XXX XXXKKXKXXXXXKX: .. ]

>

WV

Set

DNS Server

1:Enable, 0:Disable

< LEXXX XXX XXX XXX XX XX XX.XX] > or<0>

RV

Get

DNS Server

1:Enable, 0:Disable_DNS Server IP address

< SX_XXX XXX XXX XXX[_XX.XX.XX.XX]> or<0>

RT

Get

WAN Port

0:Static, 1:DHCP Client, 2:PPPoE, 3:PPTP

-Static: 0_Ipaddress_Subnet_Gateway_DNS

< SO_XXKXXK XXX XKX_XHKXHK XK XXX KKK XXX KKK XK XK XK XK. X
XX>

-DHCP Client: 1_IPaddress_Subnet_Gateway

< ST XXX XXK KKK HXKX_XHK XK XKK XXX XXX XXX XKKXKK>

PPPoE: 2_UserName_Password

<S2_User Name_Password >

-PPTP: 3_IP_Subnet_Gateway_ServerIP_UserName_

Password

< S3 XK XXHXXKXKX KKK XK XK XX XX XXX KKK XK XK XK XXK.X

xx_UserName_Password>

WT

Set

WAN Port

0:Static, 1:DHCP Client, 2:PPPoE, 3:PPTP

-Static: 0_Ipaddress_Subnet_Gateway_DNS

< 0_XOKXXHX XXX XXK_XXK XXX XXX KKK XHKK XK XXKXXK_XXK XXX XXX XK
x>

-DHCP Client: 1

<1>

PPPoE: 2_UserName_Password

<2 _User Name_Password>

-PPTP: 3_IP_Subnet_Gateway_ServerIP_UserName_

Password

< 3300 XHK XXX XXK_XXK XXX XXX KKK XK XK XXKXXK_XXK XXX XXX XX

x_UserName_Password>

Wireless

DB

Get

Wireless
Band

0: 11b+g, 2: 11b, 3:11g, 6: n, 9:b+g+n

<Sx>

GB

Set

Wireless

0: 11b+g, 2: 11b, 3:11g, 6: n, 9:b+g+n

20
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Band <xX>
Operation 0:AP, 1:Gateway, 2: AP+WDS, 3:Client
DO Get 1
Mode <Sx>
Operation 0:AP, 1:Gateway, 2: AP+WDS, 3:Client
GO Set 45
Mode <xX>
1~32 chars
DS Get | SSID 1
< SXXXX~ >
1~32 chars
GS Set SSID 1
<XXXX~ >
Auto_0, 1~13
DC Get Channel 1
<Sx>
Auto_0, 1~13
GC Set Channel 2
<X>
1:Master,2:Slave,
DW Get | WDS _count_MACaddress_Comment[_MACaddress_Comment_...] 1
< SXX XXXXXXXXXXXX_ XXX~ >
1:Master, 2:Slave_l:add,
2:delete_count_MACaddress_Comment][_ MACaddress_Comm
GW Set WDS 1
ent_.]
XXX XXXXXXXXXXXK XXX ~ >
0: off, 1-16: power(dBm),
DP Get | Tx Power 1
<Sxx>
0: off, 1-16: power(dBm),
GP Set Tx Power 2
<XX>
DR Get Data Rate <Sxx> 1
GR Set Data Rate <XX> 3
Broadcast 0:Enable, 1:Disable
DH Get 1
SSID <Sx>
Broadcast 0:Enable, 1:Disable
GH Set 1
SSID <X>
1:Enable, 0:Disable
DM Get | WMM 1
<Sx>
1:Enable, 0:Disable
GM Set WMM 1
<X>
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DA

Get

MAC Access

Control

0:Disable,1:AllowListed,2:DenyListed[_count[ MACaddress_Co
mment]]

< SXXXXXXXXXXXXXX_ XXX ~ >

GA

Set

MAC Access

Control

0:Disable, 1:AllowListed,2:DenyListed[_l:add,2:delete_count_M
ACaddress_Comment]

<X XX XXXXXXXXXXXK XXX ~ >

DI

Get

Site Survey

SSID_BSSID_Channel_RSSI_Security

< SXXXX_XXXXXXXXXXXX_ XX XX_X>

15

DN

Get

Alias Name

Alias Name

<Sxxx>

GN

Set

Alias Name

Alias Name, Max Length: 29bytes

<XXX>

QP

Get

Module
Status
Checking

connection status_SSID _BSSID_CHAN_RATE_RSSI
Conn_status: ‘0" is not connected, ‘1" is connected.

< SXXXXX_XXXXXXXXXXXX_ XX XXM_XX>

Security

DU

Get

Security
Status

AuthMode_Encrypt[_KeyLength_KeyFormat_KeyValue_radiusP
asswd_radiusIP_radiusPort]

AuthMode: 0(Open or Shared), 1(Open), 2(802.1x), 3(Shared),
4(WPA), 5(WPA-PSK), 6(WPA2), 7(WPA2-PSK),

Encrypt: O(None),1 (WEP), 2(TKIP), 3(AES), 4(TKIP_AES)
KeyLength: O(None), 1(WEP64), 2(WEP128)

KeyFormat(WEP): O(Ascii), 1(Hex)

KeyFormat(WPA-PSK): O(Passphrase), 1(Hex)

<SXX_X XXX X X>

GU

Set

Security

Control

AuthMode_Encrypt[_KeyLength_KeyFormat_KeyValue_radiusP
asswd_radiusIP_radiusPort]

AuthMode: 0(Open or Shared), 1(Open), 2(802.1x), 3(Shared),
4(WPA), 5(WPA-PSK), 6(WPA2), 7(WPA2-PSK),

Encrypt: O(None),1 (WEP), 2(TKIP), 3(AES), 4(TKIP_AES)
KeyLength: O(None), 1(WEP64), 2(WEP128)

KeyFormat(WEP): O(Ascii), 1(Hex)

KeyFormat(WPA-PSK): O(Passphrase), 1(Hex)

(WPA-PSK KeyValue: 8~63byte)

XXX X X X _X_X>

30
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Serial
TCP_O, UDP_1
RK Get | Protocol
<Sx>
TCP_0, UDP_1
WK Set Protocol
<X>
0:Client, 1:Mixed, 2:Server
RM Get | Mode
<Sx>

0:Client, 1:Mixed, 2:Server

<X>

WM Set Mode

Server IP address
RX Get Server IP
< SXXXXXX XXX XXX >

Server IP address
WX Set Server IP
XXX XXX XXX XXX >

0~65535
RP Get Port

< SXXXXX>

0~65535
WP Set Port

<XXXXX >

eg. [Baudrate]1l: 115200, 2: 57600,
3: 38400, 4: 19200, 5: 9600,

6: 4800, 7: 2400,8: 1200

data byte] 7: 7bit, 8: 8bit

parity] 0: no parity, 1: Odd, 2: Even
Flow] 0: no, 1: Xon/Xoff, 2: RTS/CTS
Stopbits]; 1: 1stop, 2:2stop

Baudrate Dat [
RB Get | aBit_Parity_FI :
ow_Stopbits :

[

< SXXXXX>

eg. [Baudrate]1l: 115200, 2: 57600,
3: 38400, 4: 19200, 5: 9600,

6: 4800, 7: 2400,8: 1200

[data byte] 7: 7bit, 9: 8bit

Baudrate Dat
WB Set aBit_Parity_Fl

] parity] 0: no parity, 1. Odd, 2: Even
ow_Stopbits

[
[Flow] 0: no, 1: Xon/Xoff, 2: RTS/CTS
[Stopbits]; 1: 1stop, 2:2stop

<XXXXX>

0~65535

QT Get | Time
< SXXXXX>
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49

i 0~65535
oT Set Time 1
<XXXXX >
) 0~255
Qs Get | Size 1
<Sxxx>
] 0~255
(6N Set Size 1
<Sxxx>
00~ff
QC Get | Char 1
<Sxx>
00~ff
oC Set Char 1
<XX>
Inactivity 00~60
QI Get ] 1
Time <Sxx>
Inactivity 00~60
Ol Set ] 1
Time <XX>
Connection
Status 0: Not Connect, 1:Connect
RC Get 1
(Server:Client | <Sx>
)
Others
Factory
WEF Set <WF> 55
Default
WR Set Restart <WR> 55
< <S> or Commend is successfully
<SxX...> applied
F <F> Failed to apply
0 <0> "<"is wrong
1 <1> There is not in command list
error
2 <2> Wrong Parameter factor
code
3 <3> ">"is wrong
4 <4> Do not work in current mode
No more add list.
5 <5>
-Limit-
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*WDS: 4 list
*ACL: 16 list

Notice

non non

If input "_" in fact, should input"__" instead of "_".

For example SSID, PSK etc.

<DS> --> <S11_22>:SSID: 11 22

<GS11_22> --> <S>:SSID: 11_22

<QP> --> <S1_11_ 22 000102030405_...>: SSID: 11_22

If multi command input, response time be delayed
For example DA, GA, DW, GW

Security Available mode

AP/GW Mode
AuthMode: 0-7
EncryptType: 0-3

Client Mode
AuthMode: 1,3,5,7
EncryptType: 0,1,4

**Security Example parameter

<GU5_2_0_0.12345678>
<GU4_2_0.0_12345678 abcd_192.168.123.111_1812>
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6. Reference Schematics

In this chapter, the reference schematics are provided for the WIZ610wi's MII & UART

interfaces.

6.1 WIZ610wi Module Pin assign

WDD_SWED
J
CTS 2 RTS
nRS232_LED s g g LT R
e
s0UT 7 & SIN
g 10
11 12
RXER 13 14 CoL
WLAN_LED 15 16 DG
RESET 17 18 MDD
19 20
RAC 71 27 REDV
RADZ 73 24 RAD0
R 75 26 RED3
27 28
Toug 29 a0 TXEN
TADE 51 32 TADZ
TAD0 33 34 Tl
35 a6 CRS
HEADER 152 / 1.2Fmm pitch

Figure 41. WIZ610wi Module Pin Assignment

MII interface signal

TXD[0..3] MII transmit data TXEN MII transmit enable
TXC MII transmit clock RXDV MII receive data valid
RXDI0..3] MII receive data RXC MII receive clock
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CcOoL MII collision CRS MII Carrier sense

RXER MII Receive Data Error

UART interface signal

SIN RS-232C RXD SOUT RS-232C TXD

CTS RS-232C CTS RTS RS-232C RTS

Table 15. WIZ610wi Pin Assignment

6.2 External PHY interface using MII

U1
THDO
TXDT 2| Txoo
TRDZ g T&p1
THALS el g
TXEN o
TAC i
RALD pam SlEd s
RAD 207 | Fapd
RRDZ T
RAD3 T i
RALY AR
RAC B ki heh
i = RXCLK
ENE =5 COL/RMI
5 Za| CRS /LEDMOD
RXERR
MDEC R2 o 25
N MO
MDID __ R3 0 26 e
nRESET %2 | \peser
INTR
a7
AN_ENA
UREERER o DUFLEX
22| SPEED
S| APS
2o Wil SHIB
35| FFTR
ISOLATE
23 AGND_1
ABND_2
IPG1ALF

Figure 42. Schematic - External PHY Interface using MII

As shown in the above schematic, each MII interface signal of WIZ610wi can be connected

to MIIL interface by using an external PHY chip.
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6.3 RS-232C interface

VDD 2v3D
| en 0.1uF
LB —
c12 DawE s [ voo e
s i ci4 0.1uF
15 0.1uF c1e 0.1uF I
}#_ c3e v & L
5 1 R22 23
- 2 rout [ 7 =
SIN T [Z
ATS 11 %TT‘ TDQUN; A R26 £
SoOT [T 2
— 0 TNz
Lls ROUT2 GMND
SP3232EBEY

Figure 43. Schematic — RS-232C Interface
As shown above diagram, each UART interface signal can be connected to the interface of

RS-232C transceiver chip. (e.g. Sipex’s SP3232EBEY RS-232C Transceiver chip)
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